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MEMORANDUM FOR: Director, National Foreign \ssessment Center 
Deputy Director for Operations 
eputy Director for Science and Technology 
General Counsel 
Inspector General 
Legislative Counsel 
Director of Public Affairs 
Director of Comminications 
irector of Data Processing 
Director of Security 


FROM: Don 1. Wortman 
Deputy Director for Adminis‘ration 


SUBJECT: Management Information Syst«um 


1. Based upon concerns expressed at a recent CIA morning staff meeting , 
I have decided to look into the matter of developing a centralized system te 
record releases of previously classified information tc the public. 


2. Over the yeers, there have been several studies undertaken to 
determine whether such a system could-he developed. While the latest study, 
completed in February 1978, reconmended against the establishment of a 
central index at that time, the generational and institutional memory Loss 
which has been occuring over the past few years and is certain to contimn 
over the next few years causes me to conclude that this type of a progran is 
now of greater significance than in the past. There also is concern that 
those outside the Agency, particularly our Congressional oversight committee - 
would find it difficult to understand how Cl’. could not afford to have cone 
form of informational retrievability program. We, therefore, stand a facalors 
chance of being questioned at a future time bout the lack of such a program 


In addition, the Publications Review Board's activity has increased dranatic:i] Vv 


over the past several years and continues to rise. As the PRB manus- riot 
review activity increases and thus more pressure to conduct reviews wituir 
short time frames becomes more prevalent, the importance of a centralized 
system of recording information released to the public domain becomes more 
critical. 


3. As a starting point to review the need for a centralized system. 
attached you will find a paper which outlines some of the history of past 
studies and includes four options which appear to be avilable to the cency. 
Only one of the four options seems to be worth the effort, but you my have : 
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different view about that. The paper makes it clear that this is not a matict 
which is easily resolved. ‘There are significant costs involved, the question 
of where the system would be located needs to le answered, and the kind of 
"index" to be used must be identified. There :s also the question of whether. 
we would have to go back in time and capture iin the index everything which was 
previously released, or merely document those inajor releases that have occin7éed 
during the past five or so years. 


4, Using the attached paper as a startin: point, a meeting has been a 
scheduled for_8 September 1980 in Room 7)32 Headquarters at 1400 hours to ee 
discuss the overall problem in an attempt to di:termine what recommendations 
should be made to the WDCI regarding the develupment of a centralized manage: 
ment information system for the Agency. Your candid participation is encowws ed 
and sought. 


DON WORTMAN 


om J. Wortmar: 
Attachment 


cc: DDCI w/attachment 
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PROBLEM: 


This paper addresses the problem of identification, location, and 
retrieval of all previously classified intormation released to the 
public either in fuli, after declassification, or in part, after sani- 
tization. The types of information releases we are addressing ars: 


(1) Papers, statements, end speeches prepared 
and presented by official Agency representatives for 
release to the public, 


(2) Information officially released to the public 
through FOIA and PA requests; and 


(3) Information released hecause of le; gal or 
official requirements, i.e. 


Litigation 
Congressional inquiry 
Manuscript review 
Ute. 


oo 8 08 


The purpose of 4 centralized system of recording such releases 
would be to ensure that the Agency is consisrent, Fair, and equal to the. 
various requests for information from ind: viduals and organizations. 


BACKGROUND: 


This problem is not new to Agency manayement and there has been 
considerable effort devoted to finding a .6lution in the past. 


in July 1976, the Assistant far Informition, DDA (AI/DDA) addressed 
the problen, Responding to F.0. 11652 (subnlanted by: E.0. 12065), 
AL/DDA recognized the urgent need for the establishmert of an index 
system to record and have readily available declassified information 
officially released or releasable through action stembing from reques?s 
based upen FOI, PA or the Uxecutive Order ard not excluding volumes of 
documents released to Congressional committees in conection with 
certain investigations. At that time, it was oe that the estab 
lishment of just such a central index was not a co iy pec cat 
programming preblem. A working group was estabits BS Patt “teh representative 
from the major components of the Agency to study exactly how to go about 
establishing the system, 
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The first meeting of the group yenerated significant interest 
about the scope of the centralized index system. Based upon ideas ant ° 
comments of the representatives, it was concluded that any single index- 
responsive to all requirements that might evolve would be a massive 
undertaking. The priority nature of the subject, however, dictated the: 
need for some type of feasibility study, 


In late 1976, a feasibility study wes conducted by the Office of 
Data Processing. The study was limited to the Information and Privacy 
Staff (now the Information and Privacy Division of: [SS). Consequently, . 
the study lost its significance because of the limiting parameters. 


The problem reasserted itself in the spring cf 1977 because of thesTATINTL 
increasing interest in the Agency's activities based upon disclosures 
by the news media. In April, the AI/DDA and the DDO Information Review 
Officer (DDO/IRO) recommended that the ODP supported DDO index 
be considered a model for an eventual single Agency System, to the degre: 
feasible. From the foregoing recommendation eveloped a new working 
group of senior Agency officials to try to come to gTips with this preblem 


that continued to plague the Agency. 


As a result, in November 1977, the Acting DDA chartered an Agency 
Working Group to Study Release of CIA Information to the Public and 
charged the group to study, among other things, the feasibility of . 
developing and i jementing a centralized index of :all material released 
to the aah ics. us was launched a second effort to come to grips with. 
this pressing issuc. 


The Working Group rendered its report on 23 February 1978. Its 
findings and recommendations were not encouraging; ‘they recommended agai:st 
the establishment of a centralized index at that’ time. While the Workin, 
Group supported the concept as a desirable tool, If Said that the index. 
was very probably unobtainable given the nature ef the Agency's informat on 
release activities. The supporting documentation said, in effect, thers 
existed a rather large, nebulous body of. information placed in the pubLis 
domain by means other than documents that made the concept impractical. 

The report went on to comment that even if the iadex were limited to 
documentary releases it would provide only partial coverage. (There was 
no supportive information to this conclusion.) ~ 


The results of these studies have not been encouraging due to 
several seemingly insurmountable obstacles. 


OBSTACLES ; 
This section attempts to identify some, but ‘by no means all, of 
the problems which must be addressed in order to obtain a reasonable 


solution. 
» 
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(1) Classification: 


The authority and need to classify material is 
unmanageable from a centralized recording system standpoint. 
The concept of tracking every classi ‘ied document is 
impractical. 


(2) Declassification: 


The people with the authority to declassify documents 
not under their direct control is a:iimited number and well 
defined. 


But anyone who classifies a document may also 
declassify that document. This make: the concept of a 
centralized system of recording and tracking evsry de- 
Classified document impractical. 


(3) Current Systems for recording declassified or released 
documents : 


There are several systems in the Agency used to 
record data about declassified and/or released ‘information. 


All of these current systems ware designed and built 
to fit a specific purpose and will not independently support 
an Agency-wide requirement without a major redasign and 
development effort. 


See (attachment) 
(4) Official release of information: 


There are many (approximately 15) officés or individ- 
uals in the Agency who officially have authority to release 
information to the public. This adds complexity to the 
problem of identifying and recording the reléases. 


(S) Destruction of sanitized documents: 


Documents which are sanitized an? releaged to the public 
are considered temporary records and’ are destroyed at the erd 
of five years. 


Recommendation: 


The sanitized version should be stored with and treated 
as an extension of the original document and subjected to 
the records schedule of that document. This would greatly 
reduce the possibility of different sunitized versions of 
the same document being released to the public. 


~~ 
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Previous attempts to identify the type of automated system needed 
to accomplish this objective have failed and with yocd reason. Before 
you can make these types of determinations you must first understand 
the game, identify the players and establish clear and precise rules. 
This has never been done. 


OPTIONS : 


In considering an automated system to help sdlve this problem 
there appears to be only four logical options. 


(OPTION 1): 


Continuation of the current efforts. We rely very heavily on 
experience, human memory, manual searches ‘cf files and the present 
automated systems (sce attachment). This cption is ébviously 
not fulfilling our needs to the extent we desire, It is expensive in 
terms of manpower and inadequate for tracking previous releases of 
declassified material. : 


_ There is no Agency standard for manud} or autbmated systems of 
recording and retrieving information on this subject. The components 
who have developed systems, both manual and automated, have tailored 
them for their own use. The systems are incompatible in both the 
information collected and the form in whidh it is stored. 


{OPTION 2): 


Modify one of the existing automated systems to accept the type and 
volume of information required to meet the Agency's needs for recording 
and retrieving this data. This option is addressing the automated systems 
which are being used currently (see attachment). | 


The concept is possible, but the desirability of doing this is very. 
questionable and raises many difficult isstins, 


(1) Which system? The current s.stems were not intended 
to collect the type or volume of data which is needed when 
addressing the problem of Agency-wide release of declassified 
information, The software and possibiv hardware modifications 
needed to accommodate this new requirement would be more costly 
than the original system design and development charges. The 
original purpose ot this system must a'so be preserved to insure 
that it can be used to service the orivinal rdquirement. 


(2) Staffing and Budget. The new requirement, on one of 
the existing systems, if maintained am operated in its current 
component, would require increasing their staffing level. The 
responsibility of an Agency-wide system would mean developing 
procedures for users both for entering data and retrieving in- 
formation from the system. 
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(3) Agency-wide focus. The component and system chosen. 
would need to function in an environment free of component- 
oriented ideas and influences. This «ould cause friction ana 
waste. 


(4) Cost. The cost of a system: study anc modifications 
which would be necessary would probably be a$ costly as developing 
a new system (see OPTION (4) COST). 


rr 


Build a software link or interface to join the existing automat ed 
systems and allow a single request for information an any one syste’ 
to automatically query all of the systems. This is the impessible 
dream. One reason for such a link never becoming.a reality is first 
and foremost the cost. Building and maintaining the interface would 
be costly in terms of software and hardware. A secend reason is th: 
understandable desirability on the part af the DDO to restrict access 
to their automated systems. A third is that all pf.the existing 
systems are not on-line which means an automatic aceess would be 
currently impossible. 


Develop a new system specifically designed to ¢apture, store, aid 
retrieve this information. Centralize the contral and management cf 
this system in one component. Establish: clear definition of the types. 
of data to be collected and the methods te be usal for storing and 
retrieving information. 


This option will also require the swpport of upper-level Agency 
management for a commitment of money and :jeople, as well as Agency- 
wide guidance requiring all components to provide information to be 
stored in the system. 


The cost of developing such a system would depend very much on th: 
types of information required to effectiv:ly accomplish the task of 
tracking declassified and released documents. iyperience telis us thas | 
even the simplest index system will be exnensive.to develop and mainta.2, 


Tf you make the assumption that this option. will be built using 0! 
analysts and existing facilities such as: the ODP Standard Data Base 
Management Systems and terminals you can yet some idea of what the 
planning and development might cost. The study would probably take on. 
manyear and the development from six months to ohe year which could cost 
from 100,000 to 150,000 dollars. The yearly mainta@iance costs would 
depend on the type of system, number of requests, and volume of data 
involved. The greatest initial expense would be. in going back and 
capturing ail of the previously released information and again the cost. 
is very difficult to estimate without some idea of the volume of data 
involved or the method which would be usei to accomplish the task. 
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RECOMMENDATION: 


In order to be able to recommend onc of the options, management 
must answer the following questions: 


(1) What is the ultimate goal? 
(2) Is it worth doing? 
(3) How much money, manpower, aad time is it worth? 
After these questions have been answered, if we are still interested 


in pursuing one of the options, then I wou!d recommend that you build a 
new system, (OPTION 4). 


Recap: 


OPTION (1) - 
Continuation of current efforts: 


Inadequate and not meeting our current needs. 


OPTION (2) - 
Modification of an existing automated systen: 


Experience tells us that this approach is neither ecoaor cé¢ i 
nor successful. 


OPTION (3) - 
Software link: 


Not technically feasible at this time and if it were it 
would meet the most resistance. : 


OPTION (4) - 
Development of a new automated system: 


Allow a fresh unbiased look at an old’»problen. 

The building of a new system is more than just developing hardware 
and software to handte data. The most critical decisions, especially 
in a system such as this one, will be: 

(1) Do we have the complete understanding and é¢oncurrence 

of top Agency management and of those components which 
will be affected by the new system? - 


(2) Who will be responsible for the development, main- 
tenance, and daily operation of the new system? 


6 


Approved For Release 2002/05/07 : CIA-RDP83T00573R000200240007-0 


Approved For€elease 2002/05/07 : CIA-RDP83T0057@dR000200240007-0 


(3) Establish a clearly defined objective ard determine 
what information must be collected to accomplish 
that goal. 


(4) Choose the most economical system available that 
will satisfy your objective. There are ma&iy options 
available and before one can be chosen with confidence, 
you must first have a good definition of its purpose. 


The component responsible for capturing information about documents 
that have becn declassified and released must be more than a place 
where others send paper hecause that is the tule. In order to make 
such a system work properly, this component should have prior knowledge 
of releases and the single releasing authority. The releasing authorit: 
would be no more than a signature which indicates that the information 
is now part of the system and not authority to evaluete the content of 
releases or the individual's right to release the information. 


I further recommend that an analyst from the Office of Data Processing 
be assigned to evaluate the needs and make an informal recommendation 
on the type of automated system needed to store arid retrieve this volum: 
of information. 
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SYSTEM DESCRIPTIONS 


The three automated systems described below are probably not the 
only automated systems or files which exist in the Agéncy and contain 
some information about declassified or relaased documents , but they are 
most certainly the major holdings. 


DARE 

The DARE system is used by the Classification Review Division of 
the Information Services Staff (CRD/ISS) ta document the decisions made 
in the systematic review of permanent Agency records for declassificavior. 
CRD plans in the near future to store information on all declassified 
permanent records throughout the Agency as well as all classification 
extension determinations requiring DCI authorization. The future use 
of the DARE system as an on-line data base is also being considered. 


The DARE system is a batch application written in PLI Programming 
Language and is processed on IBM 370's in headquarters room GC-03. The 
software and data are not compatible with the DECAL an ystems. STATINTL 


The DARE system is currently limited to data which has undergone 
systematic review and will soon contain all (permanent) documents 
reviewed to date. 


The data base meets the requirements Gi CRD, but even with the 
addition of the new data will fall short of recording all declassified 
documents. This data base was not designed to address the problem of 
released documents. 


DECAL 


The DECAL system is used by the Information and Privacy Divisior 
of the Information Services Staff (IPD/ISS} to store a brief index of 
documents of general interest which have been declassified or sanitized 

and released to the public. 


The DECAL software programs are run in the GC-03:computer center 
on the Interim Safe System. The software is called Aegis and is a 
unique software package developed and maintained by. NEAC/OCR. The dati 
is indexed to allow retrieval by several different search fields and 
key words. 
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The DECAL data is limited and docs not contain all declassified 
or sanitized documents, only those deemed af general interest and, up 
until 1977, only documents which were released as ai result of mandatcrv 
review were entered into DiCAL. The system currently contains some 
2,900 records which is an indicator of its limited scape. 


The system, although not adequate to solve the’ problem of recording 
all declassified or desanitized documents released to the public, is 
fulfilling the current needs of IPD. 


The DECAL system and the data stored im the system are not con- 
patible with "DARE", the other ISS system which is tsed to store infor- 
mation about declassified documents or PICIO’, the DO data base used for 
the same purpose. 
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